Form Approved

REPORT DOCUMENTATION PAGE OMB NO. 0704-0188
Public Reporting burden for this collection of i ion is estil d to average | hour per response, includinglhetimfoneviewingiumm:tiom,seamhingcxisﬁngda!asoumu,gnhzﬁnglndmininjngtbedanneeded,
and pleting and reviewing the collection of inf ion. Send garding this burden esti or any other aspect of this collection of inft ion, includi suggestions for reducing this burden, to Washington
Headquarters Services, Di for infi ion Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington.VAHZ02-4302,MwmeoﬁuomegewlMBudg&PWﬂkRMumjea
’WM-DIBS.!WM’ DC 20503.
1. AGENCY USE ONLY ( Leave Blank) 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
10/1/99 - Final Report

4. TITLE AND SUBTITLE 5. FUNDING NUMBERS

Formal Design of Communication Protocols Based on -

The Estelle ISO Formal Description Technique DAAH04-94-G-0093
6. AUTHOR()

Professor Paul D. Amer
, L
7. PERFORMING ORGANIZATION NAME) AND ADDRESS(ES) 8. PERFORMING OR( ™7 ATION
Computer and Information Sciences Department REPORTNUMBE!  CTS-Amer-99
University of Delaware, Newark, DE 19716-2586
9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING / MONITORING
AGENCY REPORT NUMBER

U. S. Army Research Office

P.0. Box 12211 -

Research Triangle Park, NC 27709-2211 ‘ ARo J2 S¥L)-EL
11. SUPPLEMENTARY NOTES

The views, opinions and/or findings contained in this report are those of the author(s) and should not be construed as an official Department of the
Army position, policy or decision, unless so designated by other documentation.

12 a. DISTRIBUTION/AVAILABILITY STATEMENT 12 b. DISTRIBUTION CODE

Approved for public release; distribution unlimited.

13. ABSTRACT (Maximum 200 words)

The formal description technique (FDT) Estelle (ISO 9074) was
used for the advanced design and development of communication
protocols. 1In particular, two protocols were studied: (1)
Partial Order Connection POC (RFC1693), and (2) MIL-STD 188-220:
Interoperability Standard for Digital Message Transfer Device
Subsystems. POC has been used as the basis of two systems:
REMDOR for Remote Multimedia Document Retrieval, and NETCICATS
for Network Conscious Image Compression and Transmission. The
Estelle specifications of MIL-STD 188-220 were approved as an
official component of the MIL-STD in January 1998.

14. SUBIECT TERMS ~15. NUMBER OF PAGES
Estelle, formal specification, protocol engineering, protocol
testing, transport protocol, network-conscious, application
level framing, image compression, wavelet, GIF, multimedia, 16, PRICE CODE
IS09074
17. SECURITY CLASSIFICATION 18 SECURITY CLASSIFICATION 19. SECURITY CLASSIFICATION 20. LIMITATION OF ABSTRACT
OR REPORT ON THIS PAGE OF ABSTRACT
UNCLASSIFIED UNCLASSIFIED UNCLASSIFIED UL
NSN 7540-01-280-5500 Standard Form 298 (Rev.2-89)

Prescribed by ANSI Std. 239-18
298-102

pTIC QU

s 19991103 021




Final Progress Report

Forward (none)
Table of Contents (none)
List of Appendixes, lllustrations and Tables (none)

Statement of Problem Studied

Motivated primarily by multimedia and authoring systems, this
grant has investigate the use of the Estelle ISO International
Standard formal description technique for the design and
development of computer communication protocols.

One protocol investigated was the Partial Order Connection
(POC) service/protocol introduced by the author in Internet
RFC 1693 [Connolly94]. Unlike classic transport services that
deliver objects either in the exact order transmitted or
according to no particular order, POC provides a partial order
service; that is, a service that requires some, but not all
objects to be received in the order transmitted.

Two versions of POC were studied: reliable, which requires
that all transmitted objects are eventually delivered
[Marasli94], and unreliable, which permits the service to lose
a subset of the objects [Diaz94]. In the unreliable version,
objects are more finely categorized into one of three
reliability classes depending on their temporal value.

POC was investigated for its practicality both as a substitute
for TCP and as a general partial reliable protocol for
applications that can tolerate periodic, yet controlled loss
due to noise in the network service.

The second protocol investigated was MIL-STD 188-220:
Interoperability Standard for Digital Message Transfer Device
Subsystems. This protocol was studied in the context of
CECOM’s efforts to standardize version B, and to generate
conformance test cases directly from Estelle specifications of
the protocol derived at the University of Delaware’s Protocol
Engineering Laboratory.

Important Results

For evaluating POC, theoretical and practical protocol
engineering results were the by-product of developing the
application: NETCICATS (Network Conscious Image Compression
and Transmission System). NETCICATS allowed us to study the




transmission of images that are reduced using progressive
wavelet compression, and then transmitted either over low-
bandwidth, battlefield networks, or over the Internet using
POC (Partial Order Connection), TRUMP (Timed-Reliable
Unordered Message Protocol), and other innovative transport
protocols developed at Delaware’s Protocol Engineering
Laboratory.

The most important general result of this effort was the
theoretical [Marasli96a, Marasli96b, Conrad96] and empirical
demonstration [Iren98a, Iren98b, Steinder98] that for certain
regions of network quality-of-service (i.e., packet loss
rates, bandwidth, buffer resources at the sender/receiver,
etc.), significant reductions can be achieved in the real-time
transmission and verification of still images. Overall
results have been published in [Amer99] and current
publications are in progress based on the PhD dissertations by
Sami Iren and Phillip Conrad.

The NETCICATS system is being further extended within the Army
Research Laboratory ATIRP consortium in line with the Army’s
Soldier’s Communications and Information Device (SCID). While
ATIRP’'s goal is not to design or build such a device, it is to
develop and/or exploit design ideas such as those in NETCICATS
to make the underlying communications and information
distribution technologies of a SCID device possible.

A further major accomplishment related to the NETCICATS
research is the publication of a seminal tutorial on the
Transport Layer in the journal ACM Computing Surveys [Iren99].
This article represents the foundation work of Sami Iren’s PhD
dissertation.

Using Estelle to investigate MIL-STD 188-220 [Li95, Burch95]
resulted in several major technology transfer accomplishments.

(1) UD’s Estelle specifications of MIL-STD 188-220B were
included as an official part of the MIL-STD approved in
January 1998. http://www.cis.udel.edu/~amer/CECOM

(2) The development of technigues and software for the
automatic generation of conformance tests from UD’s
Estelle specifications resulted in the transfer of
tests to CECOM, Ft. Monmouth, for use within its
Digital Integrated Lab (DIL) Conformance Tester.

These Estelle formal specification results from the early
years of the ARO contract provided a foundation for further
188-220 protocol investigation within the Army Research Lab
ATIRP consortium.

While the official grant period of this ARO contract covered
over five years (4/94 - 8/99), the original approved period
was for three years. During the third year, financial




problems arose preventing the contract’s funding. No-cost
extensions were requested and approved to extend the contract
for two years during which time ARO was able to provide some
funds ($20K and $11.9K in 97 and 98, respectively) to support
graduate students Sami Iren and Armando Caro.
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